NHOOPMALMUOHHASA TAMATKA
JJIA OBYYAIOIIIUXCA

CK&)KI[BIM rogooMm MOJOACKHU B HHTCPHCTC CTAHOBHUTHLCA 6OJILHI€, da IIKOJIBHHUKH
OJHHU N3 CaMBbIX aKTHMBHBIX I10JIb30BaTEeIICH PYHGTa. MC)KI[y TeM, IIOMHUMO OI'POMHOTO
KOJIM4YCCTBA BOBMO)KHOCTGﬁ, HHTCPHCT HCCCT U HpO6JI€MI)I. OTa maMsTKa JOJDKHA
ITOMOYb TeOe 0€301IacHo HaXOOUTBCA B CCTH.

KoMmnbroTepHbie BUPYChI

KoMmbroTepHslii BHpPYC - 3TO PAa3HOBUIAHOCTh KOMIIBIOTEPHBIX MPOrPaMM,
OTIIUYUTETILHOW OCOOEHHOCTBIO KOTOPOHM SIBIISIETCS CIIOCOOHOCTH K pa3sMHOXEHHUIo. B
JOTIOJTHEHUE K 3TOMY, BUPYChl MOTYT MOBPEAUTh HJIM MOJHOCTBIO YHUYTOXKUTH BCE
(daiimbl M JaHHBIE, NOJIKOHTPOJIBHBIE IIOJb30BATEN0, OT HMMEHM KOTOpOro ObLia
3alylIeHa 3apaK€HHas IporpamMma, a TaKXe IOBPEINUTh WM JaKe YHUYTOXKUTH
ONEpAIMOHHYI0 CUCTEMY CO BceMH (paiilaMu B 1enoM. B OonbLIMHCTBE cCilydaes
pacIpOCTPaHAIOTCSA BUPYCHI 4YEPE3 UHTEPHET.

MeToabl 3aIUThl OT BPEAOHOCHBIX IPOrPAMM:

1.Ucnonb3yii COBpEMEHHBIE OINEPALMOHHBIE CUCTEMBI, HMEIOIIME CEPhE3HBIM
YPOBEHB 3aIIUTHI OT BPEIOHOCHBIX IPOTPaMM;

2. IlocrosHHO  ycTaHaBiuBaid  mauytu  (UUQpPOBbIE  3alIaTKU,  KOTOpPbIE
aBTOMATUYECKM YCTAaHABIMBAIOTCS C LEJIbI0 JOpAa0OTKM Mporpammbl) U Apyrue
OOHOBJIEHUsI CBOEW OIepanuoHHONW cucTeMbl. CkauumBail UX TOJIBKO C O(PHUIUATIBHOTO
caiita pazpaborunka OC. Eciu CyiecTByeT pekuM aBTOMATHYECKOTO OOHOBIICHUS,
BKJIFOYH €T0;

3.Paboraii Ha CBOeM KOMMBIOTEPE TIIOJ TMpaBaMH IIOJB30BATEIsA, a He
aIMUHHUCTpAaTOpa. OTO HE TMO3BOJUT OOJBIIMHCTBY BPEAOHOCHBIX MPOrpaMMm
WHCTAJUINPOBATHCS HA TBOEM NIEPCOHATIBHOM KOMIIBIOTEPE;

4. Vicnonw3yit aHTUBHPYCHBIE IIPOTrPaAMMHBIE IIPOYKTHI U3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHICCKUM OOHOBJICHHEM 0as3;

5.0rpannub GU3NYECKUHN JOCTYI K KOMIIBIOTEPY U1 TIOCTOPOHHUX JIUII;

6. Ucnonb3yii BHEIIHME HOCUTENW MH(POpPMAIlUU, TaKue Kak (uiemika, MUCK WU
(aiin U3 UHTEpHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7.He oTkpbIBail KOMIbIOTEpHBIC (aiiabl, TMOJYyYEHHbIE W3 HEHAJEKHBIX
UCTOYHUKOB. Jlaxke Te (hailibl, KOTOpbIE MpHUCHal TBOM 3HaKOMbIW. Jlyurie yTouHu y
HEro, OTIPAaBIISJI JIK OH TeOe UX.

Cern WI-FI

Wi-Fi - 570 He BuA mepemayd AaHHBIX, HE TEXHOJOTHS, a BCETO JIMIIL OpeH,
mapka. Eme B 1991 romy Humepianiackas KOMIAHHUS 3aperucTpupoBasia OpeHT
"WECA", uto o6o3navasio cioBocodetanue "Wireless Fidelity", koTopsbrit mepeBoautcs
KaK "0ecrpoBoIHast TOYHOCTD'.

Jlo Haimiero BpeMeHM JAouuia apyrasi a00peBHaTypa, KOTOpas SBISETCS TaKOW ke
TexHosiorue. 9ro abOpesuarypa "Wi-Fi". Takoe Ha3BaHue OBLJIO JaHO C HAMEKOM Ha



CTaHAApT BHICIICH 3ByKOBOW TexHumku Hi-Fi, uro B mepeBome o3Ha4yaeT '"BBICOKas
TOYHOCTB".

Jla, OecruiaTHBIM HMHTEPHET-AOCTYI B Kade, OTeNsIX H a’poropTax sBISETCS
OTJIMYHOW BO3MOYKHOCTBIO BBIXOJIa B MHTEpHET. Ho MHOTHME 3KCHEepThl CUMUTAIOT, YTO
obmenoctynubie Wi-Fi cetu He SIBISIOTCS O€3011aCHBIMH.

CoBeTbl 110 0€301aCHOCTH pabOTHI B 00IIEI0CTYIHBIX ceTsax Wi-fi:

1.He nepenasaii cBoro JHMUHYIO HHMOpMaIUO dyepe3 obmenoctynubie Wi-Fi cern.
PaboTas B HUX, )KeJIaTeIbHO HE BBOJUTH MAPOJIHU JOCTYTIA, IOTUHBI U KaKHE-TO HOMEPA;

2. Wcnonb3yit 1 0OHOBISAH aHTUBUPYCHBIEC IPOrpaMMBbI U Opanamayep. TeM caMbiM
ThI 00€30MaCHUIITh Ce0s OT 3aKaYKH BUPYyCa Ha TBOE YCTPOHCTBO;

3. Ilpu ucnonws3zoBanuu Wi-Fi otkmoun gynkmuio "OO0muit noctyn x daitnam u
npunTepam". JlanHas QyHKIMA 3aKpbIiTa 10 YMOJYAHUIO, OJIHAKO HEKOTOPHIC
M0JIb30BATENH AKTUBUPYIOT €€ JIJIsl y1I00CTBa MCIOJIb30BaHus B paboTe win yueoe;

4.He ucnons3yét nyomuunbii WI-FI mis mepenaun IuYHBIX JTaHHBIX, HApUMEP
JUTSI BBIXOJ1a B COLMAJIbHBIE CETU UITU B DJIEKTPOHHYIO TIOUTY;

5.Ucnonp3yit Tonpko 3ammineHHoe coenuHenue dyepe3 HTTPS, a we HTTP, T.e.
npu Habope BeO-azipeca BBOAM UMEHHO "https://";

6.B moOwisHOM Tenedone otkmoun  yHkiuio "Tlonkmodenne k- Wi-Fi
apromatuiecku". He momyckaii aBTOMaTHYECKOTO MOJKIIIOUEHUS] YCTPONCTBA K CETSIM
Wi-Fi 6e3 TBoeTro coracusl.

ConnajbHble CeTH

CounayibHbIe CETH aKTUBHO BXOJST B HAIly >KU3Hb, MHOTHE JIOJU paOOTalOT U
KUBYT TaM TMOCTOSIHHO, a B Facebook yke 3apeructpupoBan MuiMapj 4eloBeK, YTO
SIBISIETCSI OMHOM CEeObMOM BCEX JKUTEIEeH IIaHeThl. MHOrHe TIIOJb30BaTEIM HE
MMOHMMAIOT, 4TO MH(OpMaIHs, pa3MelleHHas: UMH B COITMAIBHBIX CETIX, MOXKET OBITh
HalJIcHa W HCIIOJb30BaHA KEM YTrOJIHO, B TOM 4YHCIIe He 00s3aTellbHO C OJlaruMu
HAMEPECHUSIMH.

OcCHOBHBIE COBETHI IO 0€30MACHOCTH B COITMATBHBIX CETSIX:

1.0rpannub cnucok japy3ei. Y T1e0s B IPY3bsiX HE JOJDKHO OBITh CIYYalHBIX H
HE3HAKOMBIX JIIOJICH

2. 3amuinaii CBOK 4YacTHYIO KWM3Hb. He ykasbiBail maposu, TenedoHbl, aapeca,
ATy TBOETO POXKICHUS M JAPYTYIO JIMYHYIO HHPOPMAIUIO. 3TOYMBIITUICHHHKHA MOTYT
WCITOJIB30BaTh Jake WH(OpMAIMi0 O TOM, KaK Thl W TBOM POJUTCIIH ILJIAHUPYETE
MIPOBECTH KaHUKYIIBI;

3.3amuInai CBOIO PEmyTaInIo - IEPKH €€ B YUCTOTE M 3a7aBail cede BOTIPOC: XOTeN
OBI TBI, YTOOBI APYTHE MOJIH30BATEIN BUACIHN, YTO ThI 3arpyxaemib? [lomymai, mpexme
YEeM YTO-TO OMyOJMKOBATh, HAMIUCATD U 3aTrPy3UTh;

4.Ecni Thl TOBOPHWINB C JIOJbMHU, KOTOPHIX HE 3HAEllh, HE HCIOJB3YH CBOE
peanbHOE MMS U JIPYTYIO JUYHYI0 HHGOPMAITUU: UMSI, MECTO JKUTEIHCTBA, MECTO Y4eObI
U TIpodee;

5. N36erait pasmemenust ¢ororpaduii B MHTEepHETE, THE ThI H300paXkeH Ha
MECTHOCTH, IO KOTOPOI MOKHO OTIPEJIEIIUTh TBO€ MECTOIIOJIOKECHUE;



6. Ilpu perucrtpanuu B COLMAIbHOW CETH HEOOXOAMMO HCIIOJNB30BATH CIIOKHBIE
NapoJIx, COCTOSIIINE U3 OYKB M IM(P U C KOJTUYECTBOM 3HAKOB HE MEHee §;

7. Ana conuanbHOM CETH, MOYTHI M JIPYTHX CAalTOB HEOOXOAMMO HCIIOJIb30BATh
pasuble mapoau. Torma ecau TeOsi B3JIIOMAIOT, TO 3JIOYMBIIIJICHHUKHA TOJIy4aT JOCTYI
TOJILKO K OJTHOMY MECTY, a HEe BO BCE Cpasy.

JJIeKTPOHHBIE IEHbI'H

DONEeKTpOHHBIE JEHBI'M - 3TO O4YE€Hb YAOOHBIA CHOCOO IUIATEXEH, OJHAKO
CYILIECTBYIOT MOIIEHHUKH, KOTOPbIE XOTST MOJYUYUTh ITH JICHBIU.

DNEeKTPOHHBIE JEHBIH MOSBWINCH COBCEM HENAaBHO M HMMEHHO H3-3a 3TOrO BO
MHOTHX FOCYapCTBaX JI0 CUX MOP HE MPOMUCAHO PO HUX B 3aKOHAX.

BPoccuu ke oHM (YHKIIMOHHPYIOT M O HUX YXE MPOMHCAHO B 3aKOHE, T/Ie UX
pa3aensaoT Ha HECKOJIBKO BUAOB - aHOHHMHBIC U HE aHOHMMHBIEC. Pa3HuIa B TOM, 9TO
aHOHMMHBIE - 93TO T€, B KOTOPBIX pa3peniaercd MpOBOAUTH omepanuu 0e3
UACHTU(UKALMKM TOJb30BaTENs, @ B HEAHOHUMHBIX HUACHTU(DUKAIMS IOJIb30BaTEIS
SBIISIETCS 00SA3aTEIBHOM.

Taxke crnemyer  pa3nuuyaTh  3JEKTPOHHBIE  (UATHbIE  JIEHBIM  (pPaBHbI
rOCy/IJapCTBEHHBIM BaJIlOTaM) U JJIEKTPOHHBIE He(QHUAaTHbIE JEHbIU (HE paBHBI
rOCyJIapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO 0€30MacHON padOTE C NEKTPOHHBIMH JIEHbAMU:

1.IlpuBskr K cueTy MOOWIBbHBIA TeleOoH. DTO camblil yJIOOHBIM M OBICTPHIM
crnoco0 BOCCTAHOBUTH JOCTyN K cuery. llpuBsizaHHbId TenedoH MOMOXKET, €CIH
3a0y/1elllb CBOM IJIATEXKHBIMA NApOJIb WK 3alICIIb Ha CAUT C HE3HAKOMOT'0 YCTPOMCTBA;

2.Vcmonp3yit  omgHOpaszoBble mapoiu. Ilocine rmepexoma Ha  YCHUICHHYIO
aBTOpHU3alMi0 TeOe yXe He OyIeT yrpoXkarb ONAaCHOCTh KpaKW WM IepexBaTa
IUIATEKHOTO MapOJIs;

3. Bribepu cnoxubIi napoib. [Ipectynmuukam Oynet He MPOCTO yraaTh CIOMXKHBIM
naposbs. HanexHble maposu - 3TO maposiv, KOTOPBIE COAEPKAT HE MEHEE & 3HAKOB U
BKJIFOYAIOT B CE0S1 CTPOYHBIE U MPOMKUCHBIE OYKBBI, IU(PPHI U HECKOJIBKO CUMBOJIOB, TaKHe
KaK 3HaK jJojuiapa, GyHTa, BOCKIUIATeIbHBIN 3HaK u T.11. Hampumep, $tROng!;;

4.He BBOJM CBOU JIMUHBIE JaHHBIEC HA CaiiTax, KOTOPbIM HE JJOBEPSCIIb.

DJIeKTPOHHAA MOYTA

OJIEKTPOHHAsi ToYTa - ATO TEXHOJOTHUS U TMPEJOCTABISIEMbIE €I YCIYTH IO
MEePEChbUIKEe U TOJYYCHHUIO DJICKTPOHHBIX COOOIICHHM, KOTOpPbIC paclpeessitoTcs B
KOMIMBIOTEpHOU ceTU. OOBIYHO AIEKTPOHHBIN MOYTOBBIN SAIIUK BBITJISIUT CICTYIOIIUM
00pa3oM: UMs_T0JIb30BaTENsI(@UMsI_JIoMeHa. Takke KpoMme mepeaadyu IpocToro TeKCTa,
UMEEeTCsI BO3MOXKHOCTh TIepe/1aBaTh (pailibl.

OCHOBHBIE COBETHI IT0 OE30ITaCHOM pabOTe C IEKTPOHHOM MOUTOM:

1. Hamo BeIOpaTh MpaBWIIBHBIA MOYTOBBIN CepBHC. B MHTEpHETE €CTh OrPOMHBINMA
BBIOOp OECIJIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JyUIlle JOBEPSITh TEM, KOTO 3HACIIh U
KTO IIEPBBIA B PEUTHHTIE;



2. He yxaspiBaii B NWMYHOM mouTe JuuHyro uHQopmamuio. Hampumep, myudrie
BbIOpaTh "My3bIKanbHbIN _(panat@" uim "pox2013" Bmecto "temal3";

3. Ucnonp3yil IBYXdTalHYI0 aBTOPHU3ALMI0. DTO KOIJa MOMHUMO MapoJil HY’KHO
BBOJUTH KOJ, IPUChUIaeMbIid 10 SMS;

4. Bo1Oepu ClI0KHBIN 1apoib. i KaXa0ro NOoYTOBOTO SIIMKA JOHKEH ObITh CBOM
HAJICKHbIN, YCTOMYHUBBINA K B3JIOMY T1apOJIb;

5.Ecan ectb BO3MOXHOCTh HamucaTb CaMOMY CBOM JIMUHBIM BOIIPOC, UCHOJb3YH

3Ty BO3MOKHOCTB;

6. Ucrionb3yit HECKOIBKO MOYTOBBIX SIUKOB. [IepBbIil A YaCTHOM MEPEenHucKH ¢
ajpecataMy, KOTOPBIM Thl JIOBEPSACIIb. DTO 3JIEKTPOHHBIM aApec HE HAJ0 MCIOJIb30BaTh
IIPU PETUCTPALIUU Ha POpyMax U caiTax;

7.He oTkpbiBaii (hailiibl M IpyTUE BIOKEHUS B MHCbMAX, JTaXe €CITU OHU MPUIIUTA OT
TBOUX Jpy3el. Jlydine yTouHr y HUX, OTIIPABIISIIN JIM OHU TeOe 3TH (Haiiibl,

8. [locne okoH4aHus pabOTHI HA MOYTOBOM CEpPBUCE TEpEl 3aKPHITUEM BKIIAJKU C
caliToM He 3a0y/Ib Ha)KaTh Ha "BeritTu".

Ku0epOy1imHr wiim BUPTyaabHOE U3/1€BaTEJIbCTBO

KI/I6€p6YJIJII/IHF - IIPCCICAOBAHNUC COO6H_[6HI/ISIMI/I, COACPKAIIUMHA OCKOp6HeHI/IH,
arpeCCur0, 3allyITHBaHUC, XYJIHNIaHCTBO, COIHAJIBHOC 60ﬁKOTHpOBaHH€ C IIOMOIIBIO
Pa3INYHBIX HHTCPHCT-CCPBUCOB.

OcHoBHBIE COBETHI IO 00pHOE ¢ KNOEPOYIITMHTOM:

1.He Opocaiics B 00ii. Jlyumuii cnocod: mMOCOBETOBATHCS KaK ceOsl BECTH U, €CIH
HET TOro, K KOMy MOXHO OOpaTUThCA, TO BHayajie YCIMOKOUThCA. Ecnu Thl HayHENIb
OTBEYaTh OCKOPOJICHUSIMU Ha OCKOPOJICHHS, TO TOJIbKO eIle OOJbllIe Pa3oxKellb
KOH(JTUKT;

2.YupaBiisii cBoel kubeppemnyTauei;

3. AHOHUMHOCTb B ceTH MHHUMas. CyIIecTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOUT 3a
AHOHMMHBIM aKKayHTOM;

4. He ctouT BecTu XyJIUTaHCKUN 00pa3 BUPTyaIbHOM Ku3HHU. IHTEpHET Prikcupyet
BCE TBOM JICHCTBUS U COXpaHSET UX. Y JAIUTh UX OYJET KpaitHe 3aTpyIHUTEIHHO;

5.Co0bmro1aii CBOIO BUPTYAIbHYIO Y€CTh CMOJIOY;

6.Urnopupy#t enuHuuHbIi HeraTuB. OIHOPA30BbIE OCKOPOUTEIBHBIE COOOIICHUS
Jqy4iie UrHopupoBath. OOBIUHO arpeccus NpeKpamiaeTcsl Ha Ha4ajlbHOM CTaIuu;

7.ban arpeccopa. B mnporpammax oOMeHa MrHOBEHHBIMH COOOIICHHSIMH, B
COIIMAIBbHBIX CETSIX €CTh BO3MOXHOCTh OJIOKMPOBKM OTIPaBKH COOOILIEHUN C
OnpeelIeHHBIX aJPECOB;

8. Ecniu Tbl cBugerenb KuOepOysivMHra. TBOM AEMCTBUS: BBICTYNHUTH MPOTHUB
npeciieoBaTeNsi, IOKa3aTb €My, 4YTO €ro JCHCTBUS OLIEHUBAIOTCS HETaTUBHO,
HOJIIepKaTh )KEPTBY, KOTOPOIl Hy»Ha IICUXOJIOTHYECKask MOMOIb, COOOIIUThH B3POCIBIM
0 (pakTe arpecCUBHOTO MOBEJICHUS B CETH.



MoOuabHbIH Tesie)oH

CoBpeMeHHbIE cMapT(OHBI M IUIAHLIETHI COAEpPX AT B ceOe BIIOJHE B3POCIbIN
GbyHKIHMOHAJ, U TeTIeph OHU MOTYT KOHKYPHUPOBATh CO CTAlIMOHAPHBIMU KOMIIBIOTEPAMHU.
OpaHako, CpeACTB 3alIUThI IS MOJOOHBIX YCTPONCTB MOKA OYEHb Majo. TecTupoBaHUe
U TOUCK YSI3BUMOCTEM B HUX NPOUCXOOUT HE TaK MHTEHCHUBHO, Kak s IIK, To ke
caMoe KacaeTcs 1 MOOMIIbHBIX MPUIIOKEHU.

CoBpeMeHHbIE MOOWJIBHBIE Opay3epbl YK€ MPAKTUYECKH JIOTHAJIW HACTOJIbHbBIE
aHaJIOTH, OJJHAKO paciivpeHune (pyHKIHOHANa BJIEYET 3a COOO0N OONBIIYIO CIOKHOCTD U
MEHBIIYIO 3aIUIIEHHOCTb.

Jlaneko He BCE€ MPOU3BOAUTENHM BBITYCKAIOT OOHOBJICHHUSA, 3aKpbIBAIOLIUE
KPUTUYECKUE YSI3BUMOCTH JIJIsl CBOMX YCTPOWCTB.

OCHOBHBIE COBETHI JJI1 0€30MTaCHOCTH MOOUIILHOTO TesedoHa:

Huuero He saBisieTcst mo-HacTosinieMy OeciaTHBIM. Bynb ocTopokeH, BeAb KOrnaa
Tebe rnpeiaraloT 0eCIIaTHRIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHME-TO IJIaTHBIC
YCIIYTH;

Hymaii, pexxae yem otnpaBuTh SMS, dboTo wnm Bumeo. Thl TOYHO 3Haelb, TJe
OHU OyJyT B KOHEYHOM UTOre?

Heo0xo1umMo 0OHOBIIATH ONEPALMOHHYIO CUCTEMY TBOETO cMapT(hOHa;

Hcrnonb3yilt aHTUBUPYCHBIE TIPOTPAMMBI JUIsl MOOMJIBHBIX TEIE(POHOB;

He 3arpyxaili nOpHIOKEHHS OT HEM3BECTHOI'O HMCTOYHHKA, BEIb OHM MOTYT
coZiepKaTh BPEOHOCHOE MPOTPaMMHOE 00ECIIEYEHUE;

[Tocne Toro kak Thl BBIMJEUIb C CaldTa, i€ BBOAWI JIUYHYIO UH(OpMALUIO, 3211 B
HacTpoiiku Opay3epa u yaaiu cookies;

[lepuonuueckn mnpoBepsid, KaKUe TIUIATHBIE YCIAYyTd AaKTUBUPOBAHbI Ha TBOEM

HOMEpE;

JlaBail cBoil HOMEp MOOMJIBLHOTO TesiedOHA TOJIBKO JIFOASM, KOTOPBIX Thl 3HACIIH U
KOMY JIOBEpSIECIIb;

Bluetooth gomxen ObITH BBIKITIOUEH, KOTJa Thl UM HE ToJb3yemibesa. He 3a0biBait

MHOTJA IPOBEPSTH 3TO.

Online urpsi

CoBpeMEHHBIE OHJIANH-UTPBl - 3TO KPACOUYHBIE, 3aXBaTBIBAIOIIME Pa3BIICUCHUS,
00BEIUHSIONINE COTHU THICSY YEJIOBEK MO BceMy Mupy. Urpoku uccienyoT JaHHbI UM
MUp, OOIIAIOTCS NIPYr C JIPYrOM, BBIMOJHSIOT 3aJaHus, CPaXarTcs C MOHCTpaMU U
MOJIYYalOT OMNBIT. 33 YAOBOJBCTBUE OHU IUIATAT: IOKYIMAKOT JHCK, OIUIAYMBAIOT
a0OHEMEHT WJIM PUOOPETAIOT KAKKE-TO OMIIUHU.

Bce st cpeacTBa uayT Ha MOANEpPKAHWE W PA3BUTHE WIPBI, a TAKXKE HA CaMy
0€30MacHOCTh: COBEPIIEHCTBYIOTCS CUCTEMbI ABTOPU3ALINH, BBIITYCKAIOTCS HOBBIE MATYH
(undpoBbIe 3aMIaTKU AJIs IPOrpaMM ), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B o1oOHBIX WIpax CTOUT OMacaTbCsi HE CTOJBKO CBOMX COINEPHUKOB, CKOJIBKO
Kpa)ki TBOETO MapoJis, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3ALIMU OOJIBIIMHCTBA UTP.

OcHOBHBIE COBETHI 10 0€30IaCHOCTH TBOET'O HUI'POBOI'0 aKKayHTa:



1.Ecnu apyroil urpok BeeT ceOs IUIOXO WIM CO3JaeT Tebe HENpHUsTHOCTH,
3a0JIOKUPYH €ro B CIUCKE UTPOKOB;

2. Iloxanyiics aAMMHHUCTpaTOpaM WIPbl Ha IIJIOXO€ IOBEACHHUE AITOrO HUIPOKA,
JKEJIaTeIbHO NPUIIOKUTH KaKUE-TO JOKa3aTelbCTBA B BUJIE CKPUHOB;

3.He yka3piBaii TuuHy10 HHPOpMAIIUIO B ipodaiiie urpsl;

4.YBaxkall ApyTrux Y4aCTHUKOB I10 UTPE;

5.He ycranaBnuBaii HeopuunaabHble TaTYNU U MOJBL;

6./ cronb3yii Cl0XKHBIE U pa3HbIE TAPOJIH;

7. Jlaxxe BO BpeMsl UTPbl HE CTOUT OTKJIKOYaTh aHTUBHpYC. [loka Tl urpaenis, TBOM
KOMIBIOTEP MOTYT 3apa3uTh.

@OUIIHHT WA Kpaika JINYHBLIX JaHHbIX

OOBIYHOI KpaXkel JIEHEr U JTOKYMEHTOB CErOAHsS y>K€ HUKOIO HE YAMBHUIIb, HO C
Pa3BUTHEM HHTEPHET-TEXHOJOTUN 3JIOYMBIIUICHHUKNA TEPEMECTHIIUCh B HWHTEPHET, U
MIPOJIOIKAIOT 3aHUMATHCS " TFOOUMBIM'" JCIIOM.

Tak mosiBUIach HOBasl yrpo3a: MHTEPHET-MOIIICHHUYECTBA WM (DUILMHT, TIaBHAs
1[eJb KOTOPOTO COCTOUT B MOJYYEHUU KOH(DUICHIMAIBHBIX JAHHBIX MOJIb30BATENIEH -
JOTMHOB U maposeit. Ha anrnmiickom si3bike phishing unraercs kak ¢ummumnr (ot fishing
- ppIOHast TOBJIs, password - maposb).

OcHOBHBIE COBETHI IO 00PHOE € (PUILTMHTOM:

1.Cnenam 3a CBOMM akKayHTOM. Eciii ThI mojo3peBaelib, 4TO TBOSI aHKETa Oblia
B3JIOMaHa, TO HEOOXOAUMO 3a0JIOKUPOBATh €€ U COOOIIUTh aIMUHUCTPATOpPaM pecypca
00 3TOM Kak MOKHO CKOpeEe;

2.Mcnonp3yii Oe3omacHble BeO-CalThl, B TOM 4YHCJE, WHTEPHET-MarasuHoOB U

MTOMCKOBBIX CHCTEM;

3. Hcnonb3yil cioHbIE U pa3Hble mapoiu. Takum oOpa3oM, eciiu Te0si B3IOMAIOT,
TO 37I0YMBIIIEHHUKH TIOJIy4aT JTOCTYI TOJIBKO K OJHOMY TBOEMY IPO(HIIIO B CETH, a HE
KO BCEM;

4, Eciin 1e0s B3j0MaM, TO HEOOXOAMMO MPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIE JT00aBICHBI Yy T€OSI B APY3bsiX, O TOM, YTO TEOS B3JIOMAIHM U, BO3MOXKHO, OT
TBOETO UMCHH OyJeT



pPacChUIATHCA CIIaM U CCHUIKU Ha (DPUITMHTOBBIE CANTHI;

5.YcranoBu HanexHblN mapoias (PIN) Ha MoOMIBHBIHN TenedoH;

6.0T1KIII0OUN COXpaHEHHE TapoJist B Opaysepe;

7.He oTkpbiBaii (haiiibl M Ipyrue BIIOKCHUS B MUChMax, JakKe €CIH OHU
NPUIIUTA OT TBOUX Apy3ei. Jlydine yrouHu y HUX, OTIIPABIISUIH JIM OHU TeOE ITH
(haitbl.

Hudposas penyrauus

[udposas pemyTaus - 3T0 HETaTUBHAs WM MO3WUTHUBHAS MH(OpMalus B
cetn o tebe. Kommpomerupyromas unbopMmalius, pa3MenieHHas B HHTEPHETE,
MOJKET CEpPhEe3HBIM 00Pa30M OTPa3UThCS Ha TBOEU peanbHOM ku3HU. "Ludposas
penytanus" - 3TO TBOM UMUK, KOTOPBIA (popmMupyerca u3 HHPOpMALMK O TeOe
B UHTEPHETE.

TBoe MecTOo XuUTENbCTBA, YyueObl, TBOE (PUHAHCOBOE IOJIOKECHHE,
O0COOEHHOCTH XapaKTepa U paccKasbl O OJIM3KUX - BCE ATO HAKAIUIMBAETCS B CETH.

MHorue noJapoCTKH JIETKOMBICIEHHO OTHOCSATCS K IyOJIMKaluu JIMYHOU
uHpopMaiuu B HTEepHETE, HE MOHUMAas BO3MOXKHBIX nocieAcTBuil. Thl naxe He
CMOKEIIb I0rafaThCsi 0 TOM, 4TO GoTorpadusi, pa3MelleHHas 5 JIeT Ha3aj, cTaja
NPUYMHON OTKa3a NPUHATH TEOsI Ha paldoTy.

KommenTapuu, pa3menienne TBoux (pororpaduii u 1pyrue 1eicTBUsI MOTYT
HE HMCYE3HYTh Jlak€ MOCJIe TOro, Kak Thl MX yJajdullb. [bl HE 3HAEIIb, KTO
COXpaHWI 3Ty HH(QOpMalHMIO, TOMaja JM OHAa B IIOMCKOBBIE CHUCTEMBI U
COXpaHMJIAach JU OHA, a IJIaBHOE: YTO MOAYMAIOT O TeOE OKpYXaroUlue AU,
KOTOpbIE HAUAYT U YBUIAT 3T0. HaliTn nH(popMaIio MHOTO JIET CITYCTSI CMOKET
T1000i1 - Kak U3 T0OpbIX MOOYKJIEHUW, TaK U C HAMEPEHUEM NMPUYUHUTH BpE.
DTO MOXKET OBITh KTO YTOTHO.

OcHOBHBIE COBETHI IO 3aIIUTE UPPOBOH pEIyTaIUU:

1. llomymaii, mpexkze 4eM 4YTo-TO NMyOJMKOBAaTh M TepefaBaTh y ceOs B
0J10T€ WU B COLIMAIBLHOM CETH;

2. B Hactpoiikax npoduiisi yCTaHOBH OTPAHWYEHUS HA MPOCMOTP TBOETO
pouII U €ro COACPIKUMOTO, CACNIal ero TOJBKO "/ist py3eit';

3. He pa3mernaii u He ykaspiBail HHPOPMAIINIO, KOTOPass MOXKET KOTO-JIN00
OCKOPOJISATh WK OOMXKATh.

ABTOpCKOE NPaBo

CoBpeMeHHbIE IIKOJBbHUKM - aKTHUBHBIE MOJb30BaTeNd IU(POBOro
npoctpancTBa. OIHAaKO dajJeKko HE BCE 3HAIOT, YTO IOJB30BaHHWE MHOTHMHU
BO3MOXKHOCTSIMH ~ IIM(PPOBOTO  MHUpa TpeOyeT CcoONoAeHHUs TpaB  Ha
UHTEIJICKTYaJIbHYI0 COOCTBEHHOCTb.

TepMun "uHTEIEKTyanbHass COOCTBEHHOCTh' OTHOCHUTCA K PAa3IUYHBIM
TBOPEHHUSM YEJIOBEYECKOTO yMa, HadMHasi C HOBBIX HM300pPETEHHMI M 3HAKOB,



0003HAYAIOIINX COOCTBEHHOCTh Ha MPOIYKTHI U YCIYTH, U 3aKaHYNBasi KHUTAMH,
¢dotorpadusiMu, KHHOPUIBMAMU U MY3bIKAJIbHBIMU ITPOU3BEICHUSIMM.

ABTOpCKHE IpaBa - 3TO IpaBa HAa MHTEJUIEKTYalbHYIO COOCTBEHHOCTh Ha
IPOU3BENICHUS HAYKH, JINTEPATYPbl U UCKYCCTBA. ABTOPCKHUE MpPaBa BBICTYNAOT
B KaUE€CTBE FAPAHTHH TOTO, YTO MHTEJUIEKTYalIbHBINA/TBOPUECKUIN TPy aBTOpa HE
OyAeT HampacHbIM, JacT €My CIIpaBeJJIMBbIE BO3MOXKHOCTH 3apaboTaTh Ha
pe3ysibTaTax CBOEro TPyJa, MOJYyYUTh M3BECTHOCTh M NIpu3HaHue. Hukro 0Oe3
paspelieHusi aBTOpa HE MOXET BOCIPOHM3BOAUTH €ro  IMPOU3BEICHUE,
pacnpocTpaHsiTh, MyOIMYHO JEMOHCTPUPOBATH, MPOJABaTh, WMIIOPTUPOBATH,
MyCcKaTh B MPOKAT, MyOJIMYHO MCIIOIHATH, TOKA3bIBATH/UCIIOIHATH B d(Upe WU
pa3memats B MHTEpHETE.

Hcnons3zoBanne 'mupaTckoro" mOporpaMMHOrO OO€CIEYEHUs MOXKET
NPUBECTH K MHOTUM pHCKaM: OT MOTEPH JaHHBIX K TBOUM aKKayHTaMm [0
OJIOKUPOBKH TBOET'O YCTPOICTBA, i€ YCTaHOBJIEHA HeleranbHas nporpamma. He
CTOUT TakXke 3a0bIBaTh, 4YTO CYIIECTBYIOT JieTajbHble U O€CIUIaTHbIE
IPOrpaMMbl, KOTOPbIE MOKHO HAUTH B CETH.

O noprane

CereBU4OK.p( - TBOI II1aBHBIA COBETUYUK B CETH. 37€Ch Thl MOXKEIIb Y3HATh
0 0€30MacHOCTM B CETHM TNOHATHBIM M JOCTYIOHBIM SI3BIKOM, a IIpHU
BO3HMKHOBEHUM KPUTHUYECKON CHUTyallud OOpaTUThCA 3a COBETOM. A Takxke
IPUHATH Y4aCTHUE B KOHKYpPCAxX U CTaTh CaMbIM HU(DPOBBIM Ipak TaHUHOM !



